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1. OO0mas xapakTepucThKa paboueil mporpaMMbl AUCITUTIITUHBI

1.1.

00pa3oBaTeIbHON MPOrpPaMMBbI

YuebOuasa

JUCHUITIINHA

«OI1.08

Kubepbe3onacHocTb

MecTo IUCHUILUIMHBI B CTPYKTYpPE OCHOBHOM

CETEBOU

UHQPACTPYKTYPhD) SBIISIETCS BAPMATUBHON 4YaCThIO 0OHIENPO(ecCHOHATBEHOTO
[UKJIa OCHOBHOW mpodecCHOHANbHOW 00pa30BaTeNbHOW MpPOrpaMMbl B

COOTBCTCTBUHU C

OI'OC 1o crnenualibHOCTH

10.02.05 OOecrieuenue

HH(l)OpMaHHOHHOﬁ 0e301acHOCTH ABTOMATHU3HUPOBAHHBIX CHUCTCM.

1.2. llenpb 1 nuaHupyeMbI€ PE3yIbTaThl OCBOEHUS TUCIUILINHBI:
B pamkax mporpammsl JUCHUIUIMHBI CTYJIEHTAMH OCBaMBAIOTCSl YMEHUS U

3HaHUA
Kon VYmMmenus 3Hanusg
00X u
poQeCCUOHATBHBIX
KOMIIETCHIIUHI

OK. 01. -OmpeneNnsITh ~ KuOepaTaku ©W WX | -  OTJIMYHMTEIbHBIE  YEPTHI

OK. 02. IIPU3HAKH, IPOLECCHl M KOHTPMEPSHI | IPECTYITHUKOB B cdepe
OK. 03. nH(}OpPMAITMOHHOM 0€301MaCHOCTH; KrOepOEe30MacHOCTH U TEX, KTO
OK. 04. - 1O YHOpaBICHWIO O€30MaCHOCTHIO, | IM MPOTUBOCTOUT;

OK. 09. WCIIOJB30BAHUIO  CPEJICTB  KOHTPOJIS, | -3alllUTa BCEX KOMIIOHEHTOB
OK. 10 3alIUTHl M TEXHOJIOTUH MHMHHUMU3AIMH | CETeBOW MH(PPACTPYKTYPHI;
IIK. 1.1. TIOCJICICTBHIA, -3THYECKHE TpeboBaHwMs,
IIK. 1.2. -OIpENETATh CIOCOOBI 3aIUTHI | 3aKOHBI B obacTtu
[IK. 1.3. KOH(DHICHIIMAIIBHOCTA € TTOMOIIBIO | HH(POPMAITMOHHOM

IIK. 1.4. TEXHOJIOTHM, IPOAYKTOB U IPOLIEAYD. 0€30MaCHOCTM ¥ METOJbI
IK 2.1. pa3paboTKu TTOJIUTHK
IIK 2.2. 0€30I1aCHOCTH;

IIK 2.3. -QyHKIIMHA CIICIMAIIMCTOB TI0
[IK 2.6. kuOepOe3onacHoCTH u
IIK 3.2.

KapbePHbIE BO3MOKHOCTH.




2. CtpyKkTypa u cofepKaHue AUCIUILTMHBI

2.1. O6beM TUCIUIUTMHBI ¥ BUABI y4eOHOM pabOThI

Bun yuebHoM paboThI

O0BeM B gacax

O6beM 00pa3oBaTeNbHOM MPOrpaMMbl AUCIUTIITMHBI

114

OObem paboThI CTYIEHTOB BO B3aMMOJICHCTBHH C MPENOAaBaATEIEM 108
B TOM YHCIIE:

TEOPETHUECKOE 00yUeHne 48
MPAKTUYECKUE 3aAHATHUSA 48
nabopaTopHbIE PAOOTHI -
KOHTPOJIbHBIE pabOTHI -
camocTosTeNbHas padoTa 6
[TpomexxyTounas arrectamnus B GpopMe dK3aMeHa 12




2.2. Tematudeckuil 1jaH U CoiepKaHNEe TUCIUTIUHBI

Konrr
KOMIIETEHITHH,
(bopMHpOBaHUIO
Copep:xanue yueOGHOro MaTepuana u
HanmenoBanue O6beMm B KOTOPBIX
(dbopMBI OpraHu3alyy A TeIbHOCTH
pa3aesoB U TEM qacax CIOCOOCTBYET
CTYJICHTOB
3JIEMEHT
MPOrPaMMBbI
1 2 3 4
Tema 1.1 Coiepkanre yaeOHOr0 MaTepuraja 4
KonnenryanbpHbie 1.BBeivHME B TUCHUILIMHY. OK. 01 OK. 02.
OCHOBEI 2.KoHI1enTyaiabHbIE OCHOBBI OK. 03. OK. 04.
KH0ep0Oe30NnacHOCTH. | KuOepOe30macHOCTH. OK. 09.
3. CtpykTypa cTaHmapra mno OK. 10
KHOEpIIe30IacHOCTH. 4 IK. 1.1.
4.ba3oBbie MephI 10 KHOEPOE30MaCHOCTH. IK. 1.2.
5.HanmonanbHble CTaHAAPTHI B 00J1aCTH [IK. 1.3.
KHOEpIIe30MMacHOCTH. IK. 1.4.
K 2.1.
B TOM uncne npakTU4eCKUX 3aHATUN IK 2.2.
[K 2.3.
CamocTtosTenpHas paboTa CTYJCHTOB IIK 2.6.
- [IK 3.2.
Tema 1.2 Coneprxanue yueOHOTo MaTepuana 24
Kommsioreprrre 1.KomnsroTepHbie ceTH, THPOPMAITMOHHO- OK. 01 OK. 02.
CeTH,
AQHAJIUTUYECKUE CUCTEMBI U CUCTEMBI OK. 03. OK. 04.
MH(GOPMaMOHHO- OK. 09
AHATHTIOCKIE MO/IEJTUPOBAHUS B TEXHHUKE. . 09.
2.Mu¢popmarrionHast 6€301MacHOCTb. OK. 10
CHUCTEMBI U CCTEMBbI
@yHKIMOHAIbHASI 0€3011aCHOCTb. [K. 1.1.
MO/JICIIMPOBAHUS B
3.¥Ya3BUMOCTH, YIPO3bI U PUCKHU. IIK. 1.2.
TEXHUKE
4.Bpe1oHOCHOE MTPOrpaMMHOE K. 1.3.
o0ecrieueHue. K. 1.4.
5.BeKTOpbI ¥ MOBEPXHOCTH ATAKH. IK 2.1.
6.ITocnencTBust kubeparax. IIK 2.2.
7. Herexnuueckue crmocoobl 14 IIK 2.3.
KOMIIPOMETAIMH CUCTEM 0€30IacHOCTH. I1K 2.6.
8. CoumanbHass HH)XEHEPHSI. IIK 3.2.
9. UndopmanmonHas 6€301acHOCTb.
10.®yHK1IMOHATEHAS 0€301TaCHOCTb.
11.Ys13BUMOCTH, yTpO3BI U PUCKH.
12.BpenonocHoe nmporpaMMHOE
obecrnieveHue.
13.BeKTopbl ¥ MOBEPXHOCTH aTaKH.
14.ITocnencTBus KubeparTax.
B ToM uncre npakTU4eCKuX 3aHATUN 8

1.IlpakTudeckoe 3ansarue «Co3nanue
MOJIENTH JIOKAIbHOU CETHY
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2.IIpaktuueckoe 3ansatue «3zydyenne 4
METOJI0B KOJAUPOBAHMSI CUTHAJIOB)
CamocrosiTenpHas paboTa CTy/IEHTOB 2
Odopmienne oTyeTa Mo BBHITTOJTHEHUIO 2
MPAKTUYECKON pabOThI
Tema 1.3 Copepxanue yueOHOTO MaTepHuaa 40 OK. 01 OK. 02.
KubeprnipoctpanctBo I TpoGens besonacrocTs 1 OK. 03. OK. 04.
1 OCHOBBI OK. 09.
KHGepGesonacHOCTE, uHpacTpyKTypsl HTEpHETA (ITPOTOKOIIBI OK. 10
MapIIpyTH3aLUU CETH, CUCTEMa JOMEHHBIX
BEKTOPBI PUCKA. IIK. 1.1.
UMEH, CPEJICTBA MapLIpyTU3ALIUH. K. 1.2.
2.IIpoBepka NOATMHHOCTH K. 1.3
(ayrentudukanus) B urepuere. HK' 1' 4'
3.Mepsl 6€30MMaCHOCTH TSI ITOJTB30BATEIS HK.2 1 ’
WiFi. Hactpoiika Ge3omacHocTH. K 2'2'
4.Hactpoiika KOMITbIOTEpa JIIst K 2' 3'
0e30MmacHoOi paboTHI. K 2' 6'
5. OmmOKH MOJIb30BaTEIISL. K 3'2'
6.Mepsbl TMYHON 6€30MaCHOCTH IIPU o
CETEeBOM OOILEHUHU.
7.HacTpoiKu NpUBAaTHOCTHU B COLMAJIbHBIX
CeTsIX
B TOM 4ncne npakTU4EeCKuX U 24
1a00paTOPHBIX 3aHATUI
1.JTaboparopuas 3ansitue «llaponbHas 4
3aIuTa
2.JTaGoparopHoe 3aHsATHE 4
«APXUBUPOBAHUE C MAPOTIEM»
3.JIaboparopnoe 3anstue «Iudp npocroii 4
3aMeHbl, Tabnuia Bikunepa»
4.JTabGoparoproe 3ausTue «O0MeH 4
kmodamu 1o Juddu-Xemmany»»
5.JIaboparopnoe 3austue «Iudpp RSA» 4
6.JIaboparoproe 3ansaTue «llukmnyeckue 4
KOJIbD»
CamocTtosTenbHast paboTa CTYJCHTOB 2
OdopmiieHne oTyeTa Mo BHIMOJIHEHUIO 2
1ab0paTopHBIX PaboT
Tema 1.4 Copepxanue yueOHOro Marepuasia 16 OK. 01 OK. 02.
OO01me cBeIeHNs 0 OK. 03. OK. 04.
6esonacaoctu ITIK | 1. IloHATHE Ge30MacHOCTH EPCOHAIBHOTO 10 OK. 09.
UHTEpHETa, KOMIIBIOTEDA. OK. 10
po6iIeMa HHTEpHET- 2.lHTepHeT U BUABI yIpO3 KOMIBIOTEPHOU K. 1.1.
3aBHCHUMOCTHU 06€30MacHOCTH. [K. 1.2.
3. IIpoGaemsl Ge30macHOCTH K. 1.3.
UHGOPMAIMOHHBIX CUCTEM. K. 1.4.
4.Metobl 0OecrieueHHs 3aIUThI TaHHBIX K 2.1.
B CYBJL. K 2.2.
5.be30macHOCTb NPHU YAAJIEHHOM JOCTYyIIE K 2.3.
K pecypcaM KOMITbIOTepa. MK 2.6.
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6.HoBble TeXHOIOTHUU 1 HOBBIE YTPO3BI
nH(pOpMaAITMOHHOM 0€30MMaCHOCTH.
7.0nacHas uHGOpPMAaLUs B CETH.
8.IIpobreMHbIE CalThI.

9.Pucku uHTEepHETA (KOHTEHTHBIE,
JNEKTPOHHbIE, KOMMYHHUKAIIUOHHBIE,
NOTPEOUTENBCKUE).

10.ITpoGaeMbl HHTEpHET 3aBUCUMOCTH.

B TOM uncne npakTu4ecKux u
J1a00PATOPHBIX 3aHATUH

1.JTaboparopHoe 3aHsTHE
«PaccnenoBanue, aHanu3 U pearupoBaHKe
Ha MHIUIEHTH KnOepOe30nacHoCTH B
CeTeBOH cpene»

IK 3.2.

CamocrosTensHas pa60Ta CTYACHTOB

Odopmiienne oTyeTa Mo BBHITTOJTHEHUIO
71a00paTOPHBIX 3aHITHI

Tema 1.5
Teopernueckue
OCHOBBI U
MPaKTUYECKHE
ACIICKTHI 3alIINThI
KHOepIpOCTPaHCTBA

Coneprkanne ydeOHOro MaTepuaa

1.3agauu 1 ypoBHH 00€CIICUCHHSI 3AIUTHI
KUOEpIpOCTPaHCTBA.

2.AcrieKkThl KHOepOe30IacHOCTH.
3.JloxTpuHa uHMGOPMAITMOHHON
6e3onacuoctu PO.

B ToM uncrie npakTU4YecKuX u
J1a00PATOPHBIX 3aHATHH

12

1.JIaGopaTopHoe 3anaTue «Bpinonnenue
OLIEHKU KOH(UTYpaluu 3JIEMEHTOB
nHGOPMALIMOHHON UH(PACTPYKTYPHI U
OIIpeZICIICHUE OTKIOHEHU JaHHOU
KOHUrypanus OT IPUEMIIEMOH,
ONPEACIICHHOM JIOKAJIbHOM MOJUTUKOMN
0€30MacHOCTH»

2.JIaboparopHoe 3ausitue «TectupoBanue,
BHEJPEHUE, Pa3BEPTHIBAHUE,
MO/JIEP’)KUBAaHUE U YIIpaBICHNE
anmnapaTHbIM U IPOrPaMMHBIM
o0ecrieueHreM B paMKax
MH(POPMALMOHHON HHPPACTPYKTYPHI
OpraHu3aIm»

CamocrosTenbHas paboTa CTy/I€HTOB

OK. 01 OK. 02.
OK. 03. OK. 04.
OK. 09.

OK. 10

IK. 1.1.

[IK. 1.2.

[1K. 1.3.

[IK. 1.4.

[IK 2.1.

[IK 2.2.

[1K 2.3.

[IK 2.6.

[1K 3.2.

IIpome:xyTouHasi arTecTanusa B (popMe IK3aMeHa

12

Bcero:

114




3. YcnoBus peanu3anuy JUCIUTLTUHBI

3.1. Jlna peanuzanuu nporpaMMbl y4eOHOU TUCHUIUIMHBI JOJDKHBI OBIThH
IPEeIyCMOTPEHBbI CIENYIOUUE CHelUalbHble MOMEIICHUS (B COOTBETCTBUU C
dI'OC u I[TOOII):

JlabopaTopusi ceTeit u cucTeM nepenayu HHGopMaIuu
Crenanyu3upoBaHHasi MeOelb:

Cron cTyAeHUeCKUM IByXMECTHBIN — 22 MIT.

CTtoJ1 cTyIeHYECKUI OJJHOMECTHBIN — 25 MIT.

Crtynbs cTyJieHUYeCKre —67 IIT.

Cron (yuurenbckuid) — 1 mr.

Cryn (yuurenbckuii) — 1 mr.

Jlocka menoBas — 1 miT.

TexHudeckue cpenacrsa 00y4eHUs:

KomneroTep crynenueckuii — 15 mr.

Komnsrorep npenogasaresns — 1 mr.

MynsTUMeua-npoeKkTop - 1 miT.

DKpaH € 3JIEKTPONPHUBOJIOM — | MIT.

Kononku miis BocniponsBenenust ayauo — 1 mr.

KoMmbroTeps! MOAKIIOYEHBI K JIOKATbHON BRIUUCIUTEIHLHOM CETH,
uH(pOpMaIIMOHHO-00pa3oBaTenbHON cpesie PUHYHUBEPCUTETA U CETU
HNnTepHer

JIunen3nonHoe MPOTrpaMMHOE obecrieueHue oO1ero u
po¢eCCHOHAILHOTO0 HA3HAYCHHS

3.2. UndpopmanrionHoe o0ecrieyeHne peain3aliuy IporpaMmMbl
OcHOBHBIE TIEUaTHBIC U DJIEKTPOHHBIC U3/IaHUS:

1.  KpaBuenko, B.b. OKcIlyaTalds  aBTOMATHU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHCTEM B 3alUIIIEHHOM HCIOJHEHUH : ydeOHOe mocolue
JUTSL CTYJICHTOB YUPEXKICHUM CPEHETO MPO(PECCHOHATLHOTO 00pa30BaHUs 10
CHEUHUAIBHOCTH "ObGecnieueHue uH()OPMAITMOHHON 6e3omacHOCTH
aBTomaTusupoBanHbeix cuctem" / B.b. KpaBuenko .— MockBa : Axamemus,
2018 .— 301 c. + Tupax 1500 sx3. — (IIpodeccronanpHOEe 0Opa3zoBaHue) -
75 3K3.

2. Ilanprun, B. ®. MadopmarnmonHas 0e30MacHOCTh KOMITBIOTEPHBIX

cucteM u cereid: yueOHoe nocoodue / B.®. [llanbrun. — Mocksa: ®OPYM:
NH®PA-M, 2021. — 416 ¢c. — (Cpennee npodeccuoHanbHOe 00pa3oBaHue). -
ISBN  978-5-8199-0754-2. -  Tekct:  osnektponnsii. -  URL:

https://znanium.com/catalog/product/1189327 (mara obpamenus: 06.06.2025).
— Pexxum nocrtyma: 1mo nmoanucke.

3. BacumeeBa, /. H. Kpunrtorpapuyeckue  METOABl  3alUTHI
uH(popmaluu: yaeOHUK U pakTUKyM i By30B / 1. H. BacunseBa. — Mockaa:
M3natensctBo  [Opaiit, 2022. — 349 c.— (Beicuiee o0pa3zoBanue). —


http://cat.library.fa.ru/zgate.exe?ACTION=follow&SESSION_ID=6336&TERM=%D0%9A%D1%80%D0%B0%D0%B2%D1%87%D0%B5%D0%BD%D0%BA%D0%BE,%20%D0%92.%D0%91.%5B1,1004,4,101%5D&LANG=rus

ISBN 978-5-534-02883-6. — Texkcr: anexkTponHbll // OOpa3oBaTenbHas
mwiatgopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/489919

4. BuykoB, A. A. OcHOBbl HH(POPMAITMOHHOW OE30MACHOCTH: 3aIuTa
uHpopmanuu: ydeOHoe TmocoOue Juisl CcpegHero mnpodhecCHOHaIbHOTO

obpazoBanusi / A. A. BuykoB. — 3-e¢ wusn., mnepepab. u nom. — Mocksa:
N3patenscTBO IOpaiir, 2022, — 161 c. — (ITpodeccuonanproe
obpazoBanue). — ISBN 978-5-534-13948-8. — Tekct : »eKTpOHHBIA //
OGpazoBatenbHas matdopma Opaiit [caiiT]. —

URL: https://urait.ru/bcode/495525

5.UmeitnoB, B.J. Wudopmanmonnas 0e30mMacHOCT, M 3aIllUTa
uHpopMmanmu: Teopus W npaktuka: [16+] / B.A. MmeitnoB. — MockBa;
bepnun : Jupexr-Menua, 2020. — 271 c. : cxem., Tabn. — Pexum noctyna: mno
noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=571485 —
OBbC Yuauepcurerckas 6ubnuorexa onnaiiH— bubmuorp. B ka. — ISBN 978-5-
4499-0496-6. — DOI 10.23681/571485. — TekcT: 31€KTPOHHBIN.


https://urait.ru/bcode/489919
https://urait.ru/bcode/495525
https://biblioclub.ru/index.php?page=book&id=571485

4. KOHTpOJIb U OLICHKA PE3YJIbTATOB OCBOCHUS TUCIUTLIIAHBI

Pe3ynbTaThl 00y4ueHuUs

Kpurepun onieHku

MeTtoabI OLIEHKH

YMeTh:
-OTpeNeNsITh KuOepaTaku W uX

MIPU3HAKH, MIPOIIECCHI u
KOHTPMEphl ~ MHPOPMAIMOHHOM
0E30IMaCHOCTH;

-npuoOpecTH HAaBBIKH o
yIpaBJIEHUIO  0e30MacHOCTbIO,
WCTIOTb30BaHUIO CpezicTB
KOHTPOJIA, 3aIUTHI u
TEXHOJIOTUI MUHHMHA3AIU
MOCJIEACTBUM;

-OTPEENISITh CIIOCOOBI 3aIUTHI
KOH(UICHIIMATEHOCTH C
IIOMOIIBIO TEXHOJIOTHH,
MIPOJIYKTOB U MPOLIEAYD.

3HaTh:
-3HaTh OTJIMYUTEIbHBIE YEPTHI
MIPECTYITHUKOB B chepe

K1Oep0e30macHOCTH M TeX, KTO
UM IIPOTUBOCTOMUT,

-3allUTBl  BCEX KOMIIOHEHTOB
CETEBOM UHPaACTPYKTYPBHI.
3HATh 00 THYECKUX
TpeOOBaHUSX H  3aKOHax B
obusacTu UH(POPMALIMOHHOM
0e30MmacHOCTM U METoJax
pa3paboTku HOJIUTHUK
0€30IMacHOCTH;

-3HaTh 0 QYHKIMIX
CTICI[ATIMCTOB TI0
KkrOepOe30nacHOCTH 1
KapbepHBIX BO3MOKHOCTSIX.

«OTaugHO» -
TEOPETHIECKOE
coJiepKaHue Kypca
OCBOEHO IIOJIHOCTBIO, 0O€3
npo6esoB., YMEHUS
chopMUpPOBaHKI, BCE
MpeAyCMOTPEHHBIE
IIpOrpaMMon y4ueOHbIe
3a/laHus BBITIOJTHEHBI,

Ka4eCTBO WX BBIITOJHEHHUS
OLIEHEHO BBICOKO.
«Xopomio» -
TEOPETUYECKOE
coJiepKaHue Kypca
OCBOCHO TMOJIHOCTBIO, 0€3
po0eos, HEKOTOpbIE
yMeHUsi  C(OPMHPOBAHBI
HEI0CTAaTOYHO, BCE
IPeyCMOTPEHHBIE
IIpOrpaMMon y4eOHbIe
3aJJaHus BBINOJIHEHBI,
HEKOTOPbIC BHIIBI 3a/IaHUH
BBINOJIHEHBI C OIINOKaMH.

«Y IOBJIETB OPHUTCJIIBHO» -

TEOPETHUUECKOE

coJiepKaHue Kypca
OCBOGHO 4YacTHUYHO, HO
pooebl HE HOCST
CYIIECTBEHHOTO

XapakTepa, HeoOXOIUMBIE
YMEHUS paboThI C

OCBOCHHLIM MATCpPpUAJIOM B
OCHOBHOM

c(hopMUPOBAHBHI,
OOJIBIIIMHCTBO
MPEyCMOTPEHHBIX
mporpaMMoil  o0y4YeHHS
y4eOHBIX 3aJaHul
BBITIOJTHEHO, HEKOTOPBIC U3
BBITIOJIHCHHBIX  3aJIaHUM

COJIEPIKaT OIITUOKH.

«HeynnoBneTBOpUTEIBLHOY
- TEOPETUYECKOE
COJIep)KaHUE  Kypca  He

TectupoBanue,
OreHka BBITIOJTHEHUS
1a00paTOPHBIX u

MpaKTUYECKUX padoT,
OLIEHKa pereHus
CUTYaIlMOHHBIX 33]1ad,
OK3aMeH
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OCBOEHO, HEOOXOIUMBIE
YMEHUS HE
c(OpMHUPOBAHBI,
BBHITIOJIHEHHBIE  yYeOHBIC
3aJlaHus COJIePIKaT IrpyObIe
OIHUOKH
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